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Potential Hazards of Clock Synchronization Errors
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Clinical integration is intended to reduce errors by seamlessly porting information to 
and from diagnostic or therapeutic devices, ancillary information systems such as for 
laboratory and radiology departments, and electronic medical record (EMR) systems. 
However, this information transfer can raise new risks if there is disagreement between 
the clocks of medical devices, hospital systems, and watches or devices owned by clini-
cians and patients. Julian Goldman, MD, of Partners Healthcare presented original 
research to a National Science Foundation Cyber-Physical Systems symposium at the 
University of Pennsylvania in January 20121 that showed an average clock error of 
24 minutes among 1,700 surveyed medical devices. Prompted by media reports related 
to this research, a reporter from the Gray Sheet contacted the Pennsylvania Patient 
Safety Authority in search of further information on clock synchronization issues for a 
recently published article.2

Authority analysts queried the Authority’s Pennsylvania Patient Safety Reporting 
System database. Analysts searched for terms in the report narratives related to “syn-
chronization” (and derivation thereof) or “internal clock.” The time scope of the query 
ranged from the reporting program’s inception in July 2004 through May 2012 and 
returned six reports. Upon reviewing of the reports, analysts determined that three 
were relevant to clock synchronization issues:

An eight-minute difference [was noted] between the Epic [sic] computer and the cardiac 
monitor. This shows a delay in care where there is a patient issue (i.e., pain medica-
tions, blood pressure medications). (Accurate blood pressure does not correlate with time 
issue occurred.) Monitors and computers need to be synchronized. The patient was not 
harmed. System will be corrected immediately per [information technology department].

Found out the clocks in the ICU [intensive care unit] and the lab are not synchronized, 
so [there were] two specimens for ionized calcium sent today that timed out before the 
test could be run. On the phone with lab personnel, I had them remain on the line as I 
drew the third specimen, marked the time on the tube that coincided with the lab clock, 
and received results for that specimen. This patient is critical and on ICU replacement 
therapy, so results are essential to provide effective treatment. We received results after 
third specimen was sent. [Lab staff state that] lab uses time displayed on [computers] 
as standard. Ionized calcium must be tested within 10 minutes of collection. Specimens 
received in lab after 10 minutes need to be re-collected for accurate results.

[There was a] discrepancy [in] birth time due to unsynchronized time of clock on wall 
and time on fetal monitor.

The first report, regarding a time gap between a cardiac monitor and an EMR, is 
especially troubling due to the resulting discrepancy between patient care as recorded 
by caregivers in the EMR (i.e., delivery of pain and blood pressure medication) and 
patient status as automatically sent to the EMR by the cardiac monitor (e.g., blood 
pressure). For many short-acting vasoactive medications, caregivers need to titrate the 
medication to result, which means that they will administer the medication and assess 
the patient’s physiologic response. If the monitor and EMR are not synchronized, two 
situations could occur:

1. A caregiver may use the EMR as a source of valid information for physiologic 
status, receive misleading information about a patient’s condition, and give 
inappropriate therapy. For example, a caregiver may see an alert for low blood 
pressure, give a vasopressor, see another reading indicating the blood pressure 
is still low (because the monitor clock is eight minutes behind), think the blood 
pressure is still low, and give more vasopressor, resulting in high blood pressure, 
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which would not become apparent 
for another eight minutes.

2. A caregiver may notice the time 
discrepancy and use the cardiac 
monitor as the source of valid infor-
mation for patient status, recording 
their actions in the EMR as they 
treat the patient. The EMR would 
then (incorrectly) show a delay in 
care between device-reported status 
and caregiver-reported actions, and 
the caregiver could face questions as 
to the reasons for delayed care.

Clock synchronization issues can pose 
hazards to both patients and staff, and 
the increasing integration of medical 
devices and information systems suggests 
that there may be significant growth in 
the frequency and severity of this issue. 
Authority analysts also noted that clock 
synchronization issues do not fit neatly 
into the Authority’s event classification 
system, and narrative reports of these 
issues may not share the key terms used 
in the query. Therefore, the three relevant 

reports identified in this query may only 
represent a small portion of the actual 
clock synchronization events experienced 
in Pennsylvania hospitals.

Clock synchronization strategies may help 
reduce time discrepancies. As more medi-
cal devices connect to hospitals’ wired 
or wireless networks, the use of Network 
Time Protocol (NTP) is an increasingly 
practical method of achieving clock syn-
chronization. NTP is an Internet protocol 
used to synchronize computer clocks to 
the official standard for current time, 
Coordinated Universal Time (UTC).3 
Computers and servers typically set their 
clocks based on an incoming NTP signal 
from the networks to which they are con-
nected, and networkable medical devices 
are increasingly able to accept an incoming 
NTP signal as well. If medical devices can 
accept the same NTP feed as the comput-
ers and information systems in a facility, 
time discrepancies should be minimized.

NTP is already used to provide clock syn-
chronization of EMR systems, as noted 

in recent policy decisions. On August 
23, 2012, the United States Department 
of Health and Human Services (HHS) 
released its meaningful use stage 2 
requirements.4 In this final rule, HHS 
requires that EMR and electronic health 
record systems use an NTP feed to stamp 
incoming data (whether entered manually 
or through integration):

(g) Synchronized clocks. The date 
and time recorded utilize a system 
clock that has been synchronized 
following (RFC [request for com-
ments] 1305) Network Time 
Protocol, (incorporated by refer-
ence in § 170.299) or (RFC 5905) 
Network Time Protocol Version 
4, (incorporated by reference in 
§ 170.299).

This ruling may spur adoption of NTP 
capabilities in networked medical devices 
as facilities look to comply with meaning-
ful use requirements.
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